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A Study on Information Security Mechanism in the
Automotive Industry Using the SER-M Model
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Abstract

A Study on Information Security Mechanism in the
Automotive Industry Using the SER SER-M Model

Focusing on Successful Cases of TISAX Assessment

Shin Meung Chi Ho-Sang Shin

As the digital transformation of the automotive industry accelerates, information security threats are
increasing, highlighting the growing importance of TISAX(Trusted Information Security Assessment
Exchange) within the global supply chain. This study utilizes the SER-M model to analyze how TISAX
assessments influence the development of corporate information security systems and overall business
performance. The findings reveal that distinct strategic mechanisms emerge through the dynamic
interaction of subjects, environments, and resources during the TISAX assessment process. These
mechanisms play a critical role in enhancing firms’ security capabilities while contributing to sustainable
competitive advantage. In particular, companies that successfully completed the TISAX assessment
secured strategic benefits such as stronger customer trust, expanded partnerships with global OEMs,
and proactive alignment with supply chain security requirements.

Through comparative case analysis, this study identifies differentiated strategies across firm types.
Large enterprises demonstrated a resource innovation-type (E-S-R) mechanism, where dedicated
security teams systematically responded to external environmental changes and integrated internal
resources. Conversely, small and medium-sized enterprises pursued a resource creation-type (S-R-E)
strategy, led by top management leadership, focusing on preemptive resource acquisition and agile
responses to external demands. Taken together, these results empirically demonstrate that the TISAX
assessment functions not only as regulatory alignment but as a strategic driver that shapes
organizational structures and decision-making logic. By applying the SER-M model, this study offers
practical insights and structural guidance for designing information security strategies grounded in
the dynamic interplay of subject, environment, and resources.

Keywords: Information Security Strategy, TISAX Assessement, Automotive Industry, SER-M Model,

Mechanism
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